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LOCALIZED INTELLIGENCE
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Microsoft Azure



Windows Defender Advanced Threat Protection rules

Require the device to be at or under the machine risk score:

Set up a connection to Windows Defender Advanced Threat 

Protection
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Information Protection
Integration with MIP for sensitive data discovery, 
classification and enforcement on endpoints



Discover & protect sensitive data across its lifecycle 

Windows read 

the file label is 

Confidential

Windows protects the 

file

John can only access the file 

through authorized apps 

Windows reports that 

John’s machine has 

sensitive data

Compliance officer has 

visibility into sensitive 

data on Windows 

device

John downloads a 

sensitive files from SPO 

to his Windows device













Customers’ 
Microsoft Defender ATP tenant

Detonation chamber for 
deep file analyses

Realtime 
detections

Custom
Threat Intelligence 

TI

Alerts

Graph 
API

Hunting

Events

Microsoft Defender 
Security Center

Actions

Office 365
ATP

Office 365
Threat Explorer

Observed 
behaviors/event

Actions

Azure ATP

Non-
Realtime 
detections

Security Infrastructure
(SIEM / Ticketing..)

Events

Azure ATP

Reporting
Security 

Analytics

Alerts

ML & Security Analytics

Custom TI Azure AD

Power BI

EDR behavioral sensors

Endpoint events from:

 

Exploit protection

Next-gen AV protection

Hardware-based 

Isolation

Attack surface reduction

Application control

Browser protection

Firewall

Windows Updates

Microsoft Defender ATP behaviors & 
events are being collected and 
surfaced into a single console: 

Microsoft Defender Security Center

All these behaviors & events 
are used for

- Visibility, Reporting
- Investigation, Hunting
- Automated investigation & response
- Event correlation, Detections
- Threat & Vulnerability management
- Signal exchange
- Security Analytics

Customer can access 

their own tenant data.

MCASMicrosoft 
Information 
Protection

Network protection

Threat & Vulnerability 

sensors

Integrated with Microsoft Threat Protection 

Microsoft Defender Advanced Threat Protection (ATP)

Threat & Vulnerability Management

AutoIR

Security & 
Compliance 

Center







Vulnerability Management Isn’t Just Scanners Anymore 

Continuous Discovery

Vulnerable applications and configuration via continuous 

endpoint monitoring to gain immediate situational awareness

Prioritize
Context-Aware Prioritization

Findings by enriching with threat intelligence sources, 

business context and crowd wisdom to build an accurate 

risk report

Mitigate
Surgical Mitigation & Automated Fix

Threats by tailoring a surgical mitigation/fix plan based on 

organizational risk using Microsoft’s security stack, 1st party 

and 3rd party partners 































An additional layer of oversight and analysis to help ensure that threats don’t get missed

Threat hunters have your back.

Microsoft Threat Experts proactively hunt to spot 

anomalies or known malicious behavior in your 

unique environment.

World-class expertise at your fingertips. 

Got questions about alert, malware, or threat 

context? Ask a seasoned Microsoft Threat Expert.







Understand what is happening, 
has happened and prepare for 
the future













threats







Information Protection
Integration with Microsoft Information Protection for 

sensitive data discovery and enforcement on endpoints



Information Protection
Integration with Microsoft Cloud App Security for 

shadow-IT discovery and enforcement on endpoints



Microsoft Intune

Azure Information Protection

Microsoft Secure Score

Azure Security Center

Orchestrated protection and remediation

Azure AD & Conditional Access

Microsoft Cloud App Security

Microsoft Office 365

A uniquely integrated 

endpoint protection platform





https://aka.ms/mdatp

https://aka.ms/mdatp-docs

https://aka.ms/mdatp
https://aka.ms/technet-mdatp
https://aka.ms/mdatp-docs

