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Secure access for a connected world




Today's digital landscape
and its challenges

» Rapid expansion of diverse access points
» Increasing volume and sophistication of attacks

» Overlapping identity and access security tools



What is
Microsoft Entra

Microsoft Entra is a product family name
for Microsoft's identity and access solutions.

It is not a replacement of Azure Active Directory
(Azure AD). Azure AD is our hero identity
solution and part of Microsoft Entra.

We introduced a new name because we
expanded in several new categories and needed
a name to convey modern access security

across broad range of products.



Microsoft Entra
Secure access for a connected world.
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Protect access to any app or resource

Safeguard your organization by protecting access
to every app and every resource for every user.

Secure and verify every identity

Effectively secure every identity including
employees, customers, partners, apps, devices,
and workloads across every environment.

Provide only necessary access

Discover and right-size permissions, manage
access lifecycles, and ensure least privilege
access for any identity.

Simplify the experience
Keep your users productive with simple

sign-in experiences, intelligent security,
and unified administration.

Microsoft Entra

Secure access for a connected world.



Microsoft Entra
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Microsoft Entra
Secure access for a connected world.
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Azure
Active Directory



Azure AD - the world’s largest cloud identity service

Thousands of organizations, millions of active users, billions of daily requests

300K+ Ap

Azure AD
Premium organizations
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Azure AD :
Monthly active users Daily authentication requests



Engineered for availability and security

Cloud-native, hyper-scale, multi-tenant architecture

99.99%

New Azure AD
Each physical datacenter ?r? Zﬁiifffo?'i'pﬁ?f%?f"t
protected with world-class, =
multi-layered protection, )
and engineered for
maximum availability Over 100 : :
datacenters Secured with cutting-edge

across operational security

the planet

— Restricted access

- 24x7 monitoring

Global cloud infrastructure —> Global security experts
with secure hardware and

data segregation




Open and interoperable ecosystem
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Azure Active Directory

Protect your users, apps, workloads, and devices.

Secure adaptive access »

Seamless user experiences

Unified identity management




Secure adaptive access

Protect access to resources and data with strong authentication and risk-based access policies

=

User-friendly multifactor Configurable Conditional Access User and entity behavior analytics
authentication (MFA) support policies based on context (UEBA) to automatically protect
and risk assessment against identity compromise



Multi-factor authentication

Verify user identities with strong authentication

Including passwordless technology

© 600

Microsoft Windows FIDO2 Biometrics
Authenticator Hello Security key

m

Push Soft Hard SMS,

We support a broad

range Of multi-factor Notification Tokens OTP Tokens OTP Voice
authentication options

Multi-factor
authentication

prevents 99.9%
of identity attacks




Protect resources with Conditional Access

Enable Zero Trust with strong authentication and adaptive policies

User and location R i

Application

Signals

| | _ Device

A Real-time risk

Verify every access attempt

Allow access

Require MFA
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Limit access

Password reset

Monitor access

Apps and data
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|ldentity protection

Intelligently detect and respond
to compromised accounts
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Azure Active Directory

Protect your users, apps, workloads, and devices.

Seamless user experiences »




Seamless user experiences

Provides an easy, fast sign in experience to keep your users productive, reduce time managing
passwords, and increase end user productivity

Single sign-on (SSO) for End user self-service portal to Convenient, phishing resistant
any user type and any app discover and launch applications, passwordless credentials
request access, and manage profile



Enable seamless user experience with single sign-on

SSO access to popular SaaS apps, on-premises and custom-built apps on any cloud, for any
user type, and any identity
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Enable employees to
manage their own identity

Simplify access to resources and
self-service to keep your users
productive and minimize IT friction

eeeeeee

Seattle

— Centralized application launch and
discovery portal

Seattle

— User account management

and self-service password reset
— Detect and report risky
sign-in behavior

Azure AD can help IT reduce help-desk calls for password resets by up to 75%



Empower Frontline Managers and Workers

Delegated user management for Frontline Managers

D

i1 My Staff v pel & ?

Contoso Store 2039

Contoso store located in Seattle

& Contoso Store 2039

Contoso Store 3401
Contoso store located in Denver

Morgan Connors
morgan@contoso.com
Contoso Store 1203

Contoso store located in Austin F?“z‘ Henderson
felix@contoso.com

Morgan Connors

i morgan@centoso.com
Andre Lawson

andre@contoso.com Y No number

Olivia Wilson

Reset password
ia@contoso.com

Abigail Jack:
I\?al /a‘c jon\v Add phone number

@
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Maria Sullivan
maria@contoso.cor

Kai Carter
Ka '?_::: ntoso.com

Manage
multiple teams

View your
team members

Manage passwords
and phone numbers




Changing the game with passwordless

Make sign-in even more seamless and secure

e

Windows Hello Microsoft Authenticator FIDO2 Security Keys

Active

Passwordless
Momentum ZOO M +

passwordless users




Azure Active Directory

Protect your users, apps, workloads, and devices.

Secure adaptive access

Seamless user experiences




Unified identity management

Manage all your identities and access to all your applications in a central location for cloud and
on-premises to improve visibility and control

&) A% s

Provide a common identity for your Connect any app in Efficient identity management
users and manage your hybrid any cloud or datacenter and administration for employees,
identity from the cloud across your hybrid environment partners, and customers



Provide a common identity for your users

Manage your hybrid identity from the cloud for greater security and control

—> Sync identities with Azure AD Connect
so users gain a common identity for
access to resources no matter where
they are

— Embrace cloud authentication and
upgrade from AD FS, reducing your
on-premises footprint

— ldentify & resolve vulnerabilities
and assess threats efficiently with
Microsoft Defender for Identity and
advanced protection with Azure AD

Cloud identities

A

Azure AD

Azure AD Connect S

On-prem identities

o0

i

Active Directory

Apps & resources

B E

Microsoft Defender
for Identity

>



Connect your workforce to any app

Cloud-hosted

SaaS$ apps apps
aws
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Efficiently manage external identities

Grant secure access to your employees, partners, and customers and facilitate B2B collaboration
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Microsoft Entra
Secure access for a connected world.
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Microsoft Entra
Permissions Management



Multicloud adoption brings new permission challenges

Exponential growth of identities,
machines, functions, and scripts
operating in the cloud infrastructure

\_/

>90% of identities are using <5% of
permissions granted

NG

>50% of permissions are high-risk
and can cause catastrophic damage

\_/




Unmanaged permissions are expanding
your attack surface

Lack of comprehensive visibility
into identities, permissions and
resources

Increased complexity for IAM and
security teams to manage
permissions across multicloud
environments

Permissions
Gap

Permissions

Increased risk of breach from
accidental or malicious permission
mis-use




Managing permissions across multicloud
environments requires a new approach

Today's static, A new, dynamic
outdated approach approach

iSSi i ) Grants permissions based on
roles-andresponsibilities- historical usage and activity
IAM-admins-manually-grant permissions @ Allow temporary access to high-risk
which-are-not time-bound permissions on-demand

issi ' ) Continuously monitor and right-size
on an as-need basis identities to prevent privilege creep



Microsoft Entra Permissions Management

Manage permissions based on historical usage and activities

Identities
Actions —_—
Resources

Microsoft Entra

Permissions
Management




Discover & Access

O Get a comprehensive view of every action
performed by any identity on any resource.

Remediate & Manage
O Right-size permissions based on usage and activity
and enforce permissions on-demand at cloud scale.

Monitor & Alert

O Detect anomalous permission usage and
generate detailed forensic reports.




Discover & Assess

Get a multi-dimensional view of your permission risk

»> Understand your risk profile with
the Permission Creep Index, a single
metric that evaluates the gap between
permissions granted and
permissions used

Permission Creep Index (PCI)

»> Get detailed usage analytics and
uncover every action performed by
any identity on any resource




Remediate & Manage

Automate least privilege policies

»

»

Remove unused and excessive
permissions by creating new
policies/roles in a few clicks and

use least privilege derived templates
to enforce Just-In-Time access

Grant identities permissions
on-demand for a time-limited
period or an as-needed basis

How Would You Like To Create The policy




Monitor & Alert

Streamline anomaly detection and accelerate incident response

»> Track permissions usage patterns
and with customizable alerts

»> Strengthen your security posture with
high-precision machine learning-
based anomaly detections

»> Generate detailed reports and
cyber kill chain analysis to
speed up threat investigation
and remediation




Microsoft Entra
Secure access for a connected world.
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Microsoft Entra
Verified ID



Identity & Access Management

Trends & Challenges

People don’t own their identity data
Individuals lack visibility on how their
data is used, and how to get it back

Regulations are increasing
65% of the world’s population will be
covered by privacy regulations by 2023

2 5 6 Modern workplace is hybrid
® billion Remote identity proofing processes are

attempts to hijack enterprise unsatisfactory for 82% of organizations

customer accounts detected
and blocked by Microsoft
from Jan — Dec 2021.


https://news.microsoft.com/wp-content/uploads/prod/sites/626/2022/02/Cyber-Signals-E-1.pdf

Building a trust fabric for tomorrow: Decentralized Identity

For everyone

Own and control your
digital identity and protect
your privacy with highly
secure user experiences.

For organizations

Engage with less risk, use

electronic data verification,

and improve transparency
and auditability.

For developers

Design user-centric apps
and services and build true
serverless apps that store
data with users.



Fast remote onboarding

. Validate identity information for trustworthy self-service
enrollment and reduced time-to-hire.

More secure access

Quickly verify an individual's credentials and status to
grant least-privilege access with confidence.

Verified ID

Enable more secure interactions
while respecting privacy with an
industry-leading global platform.

Easy account recovery

Replace support calls and security questions with a
streamlined self-service process to verify identities.

Custom business solutions

. Easily build solutions for a wide range of use cases
with our developer kit, APIs, and documentation.




9 2 O/ of organizations perform
O identity verification today

82% wish there was a better way...

» Onboarding for employees, contractors, customers
» Access to high-value apps and resources

» Self-service account recovery

Source Microsoft, survey of 3000 US-based companies, greater than 500 users




How verifiable credentials works

= @
ne

Verifier

Y

Requests proof of claims. Verifies
satisfaction of requirements.

<

Approves requests via wallet.
Presents credentials to verifier.

p [

Issuer

Y

Attests to claims. Grants digitally
signed credentials to user.



Identity verification for your organization

nicholepet@woodgrove...

>> I S S u e e a S i Iy Microsoft Entra admin center b & e D odgrove.

Create a new credential -

Use templates or simple steps to
create verifiable credentials for
employees, partners and customers.

» Verify confidently
Rapidly validate attestations from
the issuer with explicit approval
from the holder.

» Use anywhere
Verified ID credentials are based on
open standards; supported by
identity verification partners




End user experience: Verification

9:41

= Credentials

B% View new credentials

Verified ID

Verified Student

"ODGROVE Verified Employee

Woodgrove Inc.

Credentials

Easy to use and secure

C

Contoso Bookstore
contoso.com

Share with Contoso
bookstore?

Need to verify employment to receive bookstore
discounts.

w Verified Employee @
ODGROVE

Woodgrove

- “

Verifiable

WJDGROVE Verified Employee

Woodgrove

Description
Use this card to verify your employee status
when required by apps or websites.

Employee ID

K8824 5535

Issued date

March 20, 2021

Issued by

woodgrove.com

Address

235 S Main St
Ogdenville TN 29381

Transparent

Verified Employee

“)DGROVE Verified Employee

Woodgrove

Verified info Activity
15 July 2021 2:15 PM
Shared with Contoso Bookstore.

Y 14 July 2
m Shared with Fabrikam University.

110:40 PM

14 June 2021 9:54 PM
Shared with Woodgrove Construction.

14 July 2021 8:31 PM

@ Shared with The Phone Company.
20 March 2021 9:41 AM
Issued by Woodgrove Inc.

Convenient




Microsoft Entra
Secure access for a connected world.

Microsoft Entra
|dentity Governance



What is Microsoft Entra Identity Governance?

Onboarding /

Provisioning
r_"
- J
L-_I
| Access
Access | : )y Lifecycle
Recertification # |dentity '4/ Management
v

/

Secure privileged
access for
administration

01

Who has/should
have access to
which resources?

03

Are there effective
organizational
controls for
managing access?

02

What are they
doing with that
access?

0Z

Can auditors
verify that the
controls are
working?
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|ldentity
Governance

Identity governance increases
employee productivity and helps
meet compliance and regulatory
requirements.

Improve productivity
- Automate employee, supplier, and business partner
access to apps and services at enterprise scale.

Strengthen security
Reduce risk arising from access abuse and make smart
access decisions based on machine learning.

Simply powerful. Powerfully simple.
Cloud-based, for straightforward deployment and operation.
Support both cloud and on-premises apps and resources.

Automate routine tasks
- Delegate day-to-day access requests to relevant business
groups and automate the approval process.



Empower employees and guests to be productive quickly

Rapidly onboard new users using a cloud-native, extensible, and a cost-effective Azure AD service

—> Modernize your on-premise lifecycle

solutions by migrating to cloud without @ =1 *

impacting existing app integrations

—> Shorten time to value by consolidating
software vendors and using Azure AD [i .

for all lifecycle management needs

—> Quickly provision access changes for
pre-hires, emergency hire and
front-line hires by using pre-built workflows a




Strengthen security posture while
maintaining productivity

Securely provision sensitive data access
to employees and guests at scale

Report status
update to admins

—> Put control in the hands of business
managers who are best suited to
provide sensitive data access to guests

—> Securely provide access to employees
. . . . (mm]

and guests by periodically reviewing, Remove unused ”l Periodic Access Certifications

extending or revoking access I’ightS guest accounts & Cleanup of Guest accounts

Review existing
guest access

—> Reduce risk of unauthorized access by
periodically reviewing and cleaning up
access to sensitive resources

i;)& Confirm and

extend the guest



Connect your workforce to any app
Single sign-on and outbound provisioning

SaaS apps Cloud-hosted apps
7~ aws
W — & W o
@ AV A 3
s 0 nOw @ Microsoft Google
= / Single sign-on and e oo
—_ provisioning
HR systems Azure AD
Y
~/ Azure AD g App delivery controllers & networks
App Proxy an . . .
J Provisioning CITRIX ( @
agents J SILVERFORT < kemp
G \ /
r &G =@ 8. 1

i R I_'Vl L=
External Active Directory ‘-{é& R C'%‘M %
identities

On-premises applications



Lifecycle Workflows

Manage users by automating Joiner/Mover*/Leaver processes

—> Pre-defined workflow templates for most
common user tasks.

— Automatic trigger based on attribute state
changes of user.

—> Custom policies for triggering workflows

based on pre-defined or custom user states.

—> Extensibility and flexibility with Logic Apps.

* To be supported in future

Admin creates workflow
based on state of the user

= @
®
nky
User
provisioned

into Azure AD \

LW executes the
workflow tasks for
the set of users

LW auto detects
users in the user
state and triggers
workflows



Microsoft Entra
Secure access for a connected world.

Microsoft Entra
Workload Identities



What are workload identities?

2 )
o .
Devices
e.g., Mobile,

loT devices, etc.  —

- g2




Challenges of managing and securing workload identities
Many traditional IAM capabilities do not apply to workload identities

Difficult to manage workload
identity lifecycle:

How to get insights into the
activity of workload identities

&

Higher potential for secrets
or credentials to leak:

How to ensure that workload
identities are not breached

Lacking capabilities for
securing access:

How to remove unnecessary or
overprivileged access



Key investment areas for identity portfolio expansion

Ratio of user identities vs. workload identities

@ - User Identity Q, - Workload Identity

X2

1:20 in

1:5 today five years

Solutions that improve access management for non-human entities

Sources: Internal Microsoft marketing research 2021, CloudKnox 2021



Secure access with adaptive access policies
O Secure adaptive access by enforcing granular access control

@ for apps and services

Workload Identities

Detect compromised workload identities
O Intelligently detect and respond to compromised workload
apps and services.

An identity and access
management (IAM) solution that
manages and secures access by
applications and services.

Simplify lifecycle management
O Simplify lifecycle management of apps and
services with insights.




@ Conditional Access for workload identities

Protect access to resources by enforcing access control

e Support for Conditional Access policies
applied to workload identities.

® Define the conditions under which a
workload may access a resource.

e Enables blocking workload identities from
outside of trusted IP ranges, such as a
corporate network public IP ranges.

Azure Active Directory

© Overview (Preview)
i Policies
@ Insights and reporting
A Diagnose and solve problems
Manage
4> Named locations
1] Custom contrals (Preview)
Terms of use

VPN connectivity

2. Authentication context (Preview)
i= Classic policies

Monitoring

2D sign-inlogs

@ Auditlogs

Troubleshaating + Support

¥ virtual assistant (Preview)

& New support request

«

@ Conditional Access | Insights and reporting  # -

D Auto refresh: off

Conditional Access insights and reporting

Workspace: All v Guide: On v

Organizations use Azure AD Conditional Access to determine who should have access to what resources under the right cicumstances. This workbook was designed to help admins understand the impact of their Conditional Access policies

highlighting users bypassing your Conditional Access policies. Learn mare.
Steps to deploy a new Conditional Access policy using this workbook

1. Read about commonly applied Condit
2. Create a new Conditional Access policy in

Usersign-ins  Service principal sign-ins

L T ;
Conditional Access policy: All enabled policies ~ O ( Time range: | Last60 days ~ | ) Service Prinicpal ID: All service principals ~ @
A E——

Impact summary

Q@ Click on the tiles below to filter the report by the selected Conditional Access result.

Total Success Failure Not applied

113 1 12

fincipais seniice principais = cipsls

Resource: All apps v ©

Data view: service principals * @



|dentity protection for workload identities

Detect compromised workload identities and block access

= i P seard rees, services (G+/) 5 a1 jaubrey@contoso.com @
Microsoft Azure Search resources, services, and docs (G+/) T 0 & @ & S AT

fome  Security Risky Workload Identity Details X
Security | Risky workload identities (preview) = -
2D Service principal's sign-ins 2 Service principal’s audit logs -

[2 search (curl+n | « @® teammore & Download = selectall ¥ v

e Support identity protection capabilities, such

Basic Info  Risk history

M M M M M M f Getting started +
h Auto refresh ; Every hour Show dates as : Local Risk state : 2 selected T Add filters
I} ’ Service principal ContosoDevOps
Protect H I s 11D Ty AppID T Type Risk state 7 Risk
. . [] service principal ™y Service principal ID 4. App ID T4 ype Ty isk state Ty is e
workload identities s
. [ conteso HR App 0fbef39d-ge8c-460b-2... ede08db0-9492-4a0c-.. Application At risk High Service principal enabled  Enabled
& Identity Protection
b Service principal ID 285c6a30-8993-45d3-ae96-cd2c739451ff
Q' Security Center D ContosoDevOps 2856a30-8093-45da-... 0feb38ac-a572-491d-.. Application At risk High
Risk state At risk
@ continuous access evaluation
[ contoso Sales 1baef385-7491-dees-.. 071b63fa-T541-4192-.. Application At risk High Risk level High
. . o . . B, verifiable credentials (Praview)
e Detect risk on workload identities across sign-

Manage [ Automatecontose 079d96b3-3/68-49fd-... 7h27ac67-48c2-4013-... Application Confirmed compromis... High Risk lsst updated  12/15/2021, 1025:46 AM

M M M M M Identity S Si
L Identity Secure Score vice princi ype  Appli )

in behavior and offline indicators of , D] contooEpmn st . e i Al _— sece il e
4> Named locations App ID b-b07

.
Authentication methods

Compromlse- 9 MFA

Report

Risky users

Risky workload identities (preview)

e Enable applying risk-based conditional access
to workload identities.

2 Risky sign-ins
&\ Rick detections
Troubleshooting + Support

& New support request




N Access reviews for workload identities

e Reduce the risk associated with stale role
assignment by configuring recurring reviews
of workload identities

e Delegate the reviews to the right people,
then automatically revoke access of the
denied workload identities.

Workload identities assigned to privileged roles

Home > FIMDEV >

Access review details | Overview -

ﬁj[ Delete series

A\ Essentials

Owner : Isabelle Williams[isabelle@fimdev.net] Scope Service principals

A Results Role : Application Administrator Review status Active
d8 Reviewers Access review period : 1/4/2022 - 11/4/2022 Selected reviewers : Selected users

Settings Object Id 1 234e5bf4-4¢5f-40fd-b966-adb656ea5¢5ch Description
@ Auditlogs Role assignment type : Active Recurrence type  : Monthly

X Current
Series

Not reviewed

d& Reviewers 21

Settings Approved
@ Scheduled review 2
Review history 17.9% Denied

DENIED 5

@ Auditlogs



All in one place:
Microsoft Entra

admin center

|

m
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Microsoft Entra admin center

Home

Azure Active Directory
Overview

Users

Groups

Devices

Applications
Protect & secure
Identity Governance
External Identities

Show more

Permissions Management

Verified ID

Learn & support

P Search resources, services, and docs (G+/)

naha@microsoft.com
MICROSOFT (MICROSOFTONI

Microsoft Entra admin center

Secure your entire identity infrastructure with identity management and beyond. Protect your business with decentralized identity, identity protection,

governance and more in a multi-cloud environment.

Learn more &

| 2

Azure Active Directory

Secure and manage identities to connect them with apps, devices
and data.

Active Direct:

ry

Workload Identities

Manage, secure and govern your workloads with Azure AD
Workload Identities.

>

Permissions Management

er, remediate, and monitor permission risks for any identity
rce.

Go to Permissions Management (@

&)

Identity Governance

Manage access rights with entitlement management, access
reviews and lifecycle workflows.

lpe

Verified ID

Create, issue and verify decentralized identity credentials for secure
interactions.

to Verified ID

2]
o
o
©

o

L=

Get started for free

Access free trials for the family of identity and acc
Microsoft.

Try the products (3




Microsoft Entra
Secure access for a connected world.
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Azure Microsoft Entra Microsoft Entra Microsoft Entra Microsoft Entra
Active Directory Permissions Management Verified ID |dentity Governance Workload Identities



Microsoft Security

Thank you.

© Copyright Microsoft Corporation. All rights reserved.
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